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Today’s business environment is more competitive than ever before. To meet the demand,

applications are being released at a staggering rate. Typical business networks consist of the newest, most innovative components and peripherals that are constantly being updated and replaced. This state of transition has caused corporate personnel to rely on asset management tools to maintain consistency and reduce the total cost of ownership (TCO).

The growing awareness among Information Technology (IT) personnel is that asset management

must reduce the TCO without jeopardizing end user productivity. Costs can be significantly reduced in three key areas:

• Assessing and maintaining the accuracy of updates or rollouts to end users

• Providing help desks with tools to quickly resolve end user support calls involving configuration

problems

• Detecting the use of unauthorized or non-licensed software

For packages that were installed using Windows Installer (MSI), Altiris eXpressTM Application

Mgmt Solution can help maintain the installed state of the application. Application Mgmt Solution

collects information about products installed by Windows Installer and reports the information to

Notification Server or Microsoft Systems Management Server (SMS). 

The Windows Installer management agent helps you manage source paths, gather inventory about Windows Installer applications down to an installed feature level, and schedule regular application health check-ups and automatically repair missing or changed files and/or registry values.

The File and Registry Baseline features of Application Mgmt Solution provide a simple, accurate

way to detect computers with non-standard configurations. After creating the desired configuration of an individual or group of computers, Application Mgmt Solution can be used to create a baseline containing recorded file or registry data. The baseline can then be used as a reference to compare a system and determine the difference from the set standard. Application Mgmt Solution detects which applications are missing and which applications conflict and can report the system path and application position for immediate resolution. Unwanted changes to the registry can also be rolled back to the previous state recorded in the baseline.

Features and Benefits

Application Mgmt Solution provides many features. The following lists and describes some of the

features:

Windows Installer Agent

• Manage Windows Installer package source paths on client computers.

• Ensure that Windows Installer applications support advertisement, feature install on-demand and self-healing function properly.

• Gather inventory information about Windows Installer applications down to an installed feature

level.

• Schedule regular application health check-ups and repair missing or changed files and/or registry values.

Registry Settings

• Create registry baselines and run compliance scans to detect unauthorized changes.

• When a registry falls out of compliance, Application Mgmt’s repair option can return the registry

back to its original values.

Check Accuracy of Rollouts and Upgrades

• After completing a rollout or upgrade, administrators can use Application Mgmt to take a

snapshot of the new configuration settings and run a comparison against the baseline.

• Over time, as users inadvertently make changes to their systems, administrators have the ability to immediately analyze any deviation from the original snapshot.

Notification Policies

• Application Mgmt can be configured to automatically notify system administrators and/or the

helpdesk of any systems that fall out of compliance.

• This is helpful to insure immediate compliance to predetermined configuration specifications

and also to help prevent any system failures from non-compliance.

Reporting

• Application Mgmt comes with numerous canned web reports that allow you to track system data from any browser.

• These reports provide aggregate data about the systems in your environment, such as computers with broken applications installed using Windows Installer (MSI) or even computers with added files or changed registry settings.

• These reports also come with a standard drill-down feature that turns any browser into an

executive information system.

Integration with Microsoft SMS

• Application Mgmt works natively with Microsoft’s Systems Management Server (SMS) 1.2 and

2.0 client environments.

• The agent components can be deployed directly using SMS Software Delivery advertisements.

• The agent delivers the data using the SMS client by creating an SMS MIF file.

• Alternately, Application Mgmt data can be forwarded to SMS from a Notification Server

machine that has been used to deploy and manage the clients.

Support for remote/poorly connected clients

• Supports remote and mobile users with bandwidth throttling, checkpoint recovery and delta file

distribution.

Application Mgmt Solution Requirements

Application Mgmt Solution is a solution that runs on Altiris Notification Server. Application Mgmt

Solution can also be installed on a local computer without Notification Server being installed. However this option is not part of a CMS Getting Started engagement.
Prerequisites

Notification Server

• Notification Server 5.5

For instructions on installing Notification Server, see the Altiris eXpress Getting Started Guide.

Note The Application Management wizards can be accessed 'remotely' through the Web

Administration Console using Internet Explorer 5.5. However, if the remote machine is running

the NT4 (sp6) platform, the 'Compliance Scan' wizard requires IE version 6.0 or better to

function correctly in certain use case scenarios.

Client computer

• Windows 9x/Me/NT/2000/XP computer

• To use the Windows Installer Agent, Notification Server Client v5.5 (or above) must be installed. For instructions on how to install the client, see the Altiris eXpress Notification Server User Guide.

(Optional) SMS Server

• SMS 1.2 or 2.0 (if you are going to use Application Mgmt Solution with SMS)

Installing Application Mgmt Solution

Before installing Application Mgmt Solution, please review “Prerequisites” above.

To install Application Mgmt Solution on Notification Server

1 On the Notification Server, 

click Start > Programs > Altiris > Altiris eXpress > Notification Server> Web Administration Console. This starts the Web Administration Console.

2 In the Web Administration Console, click the Solution Center tab.

3 In the sentence that begins “This page lists the Solutions...” click Solution Center. This lets you set where to install solutions from. You can install from a CD-ROM or from the Altiris Web site.

4 Select the desired location.

5 Click OK.

6 Under Solutions Available for Download, click NS Solutions.

7 Click the Application Mgmt Solution.

8 Click the Start button to install the solution. Application Mgmt Solution is installed.

9 Click the Solutions tab to see the Application Mgmt Solution in the solution tree.

10 If you have not already done so, install the Notification Server Client on client computers.

For more information, see the Altiris eXpress Notification Server User Guide.

Upgrading from Conflict Analysis

To upgrade Conflict Analysis to Application Mgmt Solution, perform the installation as detailed in

the previous section. The application files will be upgraded but will preserve custom policies,

packages, etc. that exist.

Licensing
Each Altiris product comes with a 7-day trial license that is installed by default. You can register and obtain a 30-day evaluation license through our Web site at www.altiris.com or purchase a full

product license. To view your current license, open the Web Administration Console, and click the Licensing tab. For more information, see “Licensing Altiris Software ” in the Altiris eXpress Getting Started Guide on the product CD or on our Web site at www.altiris.com/support/documentation.

Uninstalling Application Mgmt Solution

To uninstall Application Mgmt Solution

1 On the Notification Server computer, open the Web Administration Console and click the

Solutions tab.

2 In the left pane, right-click Application Mgmt Solution and select Delete.

3 Click OK.

This will remove Application Mgmt Solution from the Web Administration Console tree and

uninstall the solution program files. This process may take a few minutes.

Configuring Existing Policies

You can configure existing policies by using the following methods:

• Using the Initial Configuration Wizard (page 30)

• Manually Configuring Policies (page 31)

Important It is recommended that instead of manually configuring the predefined policies, that you keep them as samples. The best way to create or modify a policy is to simply clone (copy) an existing policy and modify it to meet your needs (see “To clone a policy” on page 29).

Using the Initial Configuration Wizard

To help you configure predefined policies, Application Mgmt Solution provides the Initial

Configuration Wizard. The Configuration Wizard helps you configure the policies that install as part of Application Mgmt Solution. The wizard lets you specify which tasks to run on client computers, as well as when to schedule them. The wizard can alter the default schedules and collections and immediately enable the policies associated with these tasks.

The following polices can be configured through the wizard:

• Windows Installer Agent

• Full Windows Installer scan

• Quick Windows Installer scan

• Full Windows Installer repair

• Quick Windows Installer repair

• Full Windows Installer system level scan

• Quick Windows Installer system level scan

• File Baseline

• Create local file baseline

• Create a compliance scan from file baseline

• Registry Baseline

• Create local registry baseline

• Create a compliance scan from registry baseline

Note When using the wizard to configure the Windows Installer Agent, only one policy can be

enabled at a time.

For more information about Windows Installer scans, see “Windows Installer Agent Scan Types”

on page 21. For more information about baselines, see “File Baselines” on page 22 and “Registry

Baselines” on page 23.

To launch the Initial Configuration Wizard

1 Open the Web Administration Console on the Notification Server by clicking 

Start > Programs > Altiris > eXpress Notification Server > Web Administration Console.

2 In the left pane, click Application Mgmt Solution.

3 In the right pane, click Configure Solution.

4 Click Run Initial Configuration Wizard.

5 From the wizard welcome page, click Next.

6 Select the feature to configure.

a For information on configuring a file baseline, see “Using the Configuration Wizard to

Configure Policies for File Baselines to Compare File Changes on Computers Over Time”

on page 110

b For information on configuring a registry baseline, see “Using the Configuration Wizard to

Configure Policies for Registry Baselines to Compare Registry Changes on Computers Over

Time” on page 117

c For information on configuring a Windows Installer scan, see “Using the Configuration

Wizard to Configure Scan Policies” on page 38.

d For information on configuring a Windows Installer repair, see “Using the Configuration

Wizard to Configure Repair Policies” on page 49.

Manually Configuring Policies

Each policy has several properties that define how and when the policy is run. In order for a policy to be run, it must be enabled. You can easily tell which policies are enabled by the status icon next to the policies in the solution tree:

• Policies that are enabled have a gold icon

• Policies that are not enabled have a gray icon

To enable a policy, right-click the policy and click Enable. For specific information on configuration options, see the online help by clicking the online help button located in the upper right corner of the Web Administration Console window.

Basic Windows Installer Applications Management Tasks

The following describes the basic steps in getting started with some common tasks of Application

Mgmt Solution’s Windows Installer Agent.

These procedures assume that Notification Server is installed, the Notification Server Client is

installed on client computers, and Application Mgmt Solution is installed on the Notification Server.

This section will guide you through the following tasks:

• Task 1: Running a Quick Windows Installer Scan (page 33)

• Task 2: Running Windows Installer Reports (page 34)

• Task 3: Running a Quick Windows Installer Repair (page 35)

• Task 3: Running a Quick Windows Installer Repair (page 35)

More detailed instructions are provided in the section titled “Managing Windows Installer

Applications” on page 37.

Task 1: Running a Quick Windows Installer Scan

1 Open the Web Administration Console on the Notification Server by clicking 

Start > Programs > Altiris > eXpress Notification Server > Web Administration Console.

2 In the left pane, click Application Mgmt Solution > Policies > Windows Installer Agent.

3 Click the Quick Windows Installer scan.

4 In the right pane, verify that the Enabled check box is selected

The Quick Windows Installer scan is enabled by default.

5 Select the computers you want to scan in the Applies to Collection menu.

6 Click Mandatory Assignments.

7 Select the Run this policy ‘As Soon as Possible’ check box.

8 Click Apply to save the configuration.

The policy will run on all clients as soon as possible.

To view the results of Windows Installer scans through reports, see “Task 2: Running Windows

Installer Reports” on page 34. If you don’t want to wait, and want to initiate an immediate scan on your Notification Server, complete the following task.

To initiate a Windows Installer Scan through the Altiris eXpress NS Client

1 From the Web Administration Console on the Notification Server, make sure that the desired

scan policy advertisement is enabled.

2 On the computer that you want to run the policy, open the Altiris eXpress NS Client window by

doing one of the following:

• Click Start > Programs > Altiris > eXpress Notification Server > NS Client.

• Click the icon in the system tray.

• If you have both Notification Server Client and AClient installed, you will only have the

AClient icon in the system tray. Right-click the AClient icon and click Notification Server

settings.

3 On the Configuration tab, clear the Hide Internal/Mandatory Advertisements check box.

4 Click Update Configuration.

5 Click the Software Delivery tab.

6 If enabled, the Windows Installer Scan advertisement should be listed under Application.

7 Click the advertisement icon.

8 Select Install the application.

9 Click OK.

The Status line will display Executing command...

10 When the Status line displays Command executed normally, the scan is completed.

To view the results of the scan, see “Task 2: Running Windows Installer Reports” on page 34.

Task 2: Running Windows Installer Reports

To view a summary of the computers that a Windows Installer Agent advertisement

has run on

1 Open the Web Administration Console on the Notification Server by clicking 

Start > Programs > Altiris > eXpress Notification Server > Web Administration Console.

2 In the left pane, click Application Mgmt Solution > Reports > Windows Installer Agent.

3 Click the Summary for last N days report.

4 In the right pane, click either View report on latest data (which shows the report in the same window) or View report in a new window (which shows the report in a new window).

5 Specify the number of days to be included in the report.

6 Click Submit.

The report shows the following information:

• The computer name that the Windows Installer Agent was run on

• The date and time the agent was last run

• The number of Windows Installer products found

• The number of Windows Installer product components that are broken

• The number of components repaired

You can click a computer name to view that computer’s Resource Explorer. From the Inventory tab, you can view the following:

• The MSI products installed on that computer

• The MSI product’s features installed on that computer

• The MSI components that are broken

• The source path of the MSI
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