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Altiris Patch Management Solution leverages Microsoft’s Baseline Security Analyzer (MBSA) and Altiris’ Inventory and Software Delivery Solutions to scan computers for security vulnerabilities,

report on the findings, and automate the downloading and distribution of needed Microsoft security patches. This solution helps you review and download specific patches from Microsoft, create collections of computers that require a specific patch, and apply the patch to the computers that need them.

Microsoft developed the Microsoft Baseline Security Analyzer (MBSA) to provide a streamlined

method of identifying common security misconfigurations. In particular, it provides a way of

identifying security updates that have not been applied to a computer and it assesses security settings for potential vulnerabilities, such as weak passwords.

MBSA scans security settings for the following products:

• Windows 2000 and Windows XP

• Internet Information Server (IIS) 5.0

• SQL Server 7.0 and 2000

• Desktop Applications (Internet Explorer (IE) 5.01 and later, and Office 2000 and 2002)

MBSA will also scan for missing security updates for the following products:

• Windows 2000 and Windows XP

• IIS 5.0

• SQL Server 7.0 and 2000

• Exchange 5.5 and 2000

• Windows Media Player 6.4 and later

As Microsoft develops additional patches, the Altiris Patch Management Solution makes it easy to

identify and download the new patches available from Microsoft and to create new patch packages, patch policies, and collections of computers then need the patch.

Features and Benefits

Patch Management Solution provides many features. The following lists and describes some of these features:

• Scans and reports on all missing security updates. On a daily schedule, you will receive

e-mail notifications on all patches identified in the environment. This provides an easy method

of identifying open vulnerabilities. Quick links to the Microsoft web site allow you to assess the

patch and determine whether it is necessary to apply a particular patch in your environment.

• Provides links to Microsoft for easy package creation. When you have determined that a

particular patch must be installed, Patch Management directs you to the exact location on the

Microsoft web site. You can easily download any patch to test and/or deploy the update.

• Provides automatic creation of collections for distribution. Patch Management automatically creates a collection, or group of computers, that require an update based on the scan results. When the collection is created, you easily modify the members to target a smaller set of test computers before rolling the patch out into production.

• Automates distribution of patches. In one easy step, the packages and policies required to

deploy the patch are automatically created. Easy links allow you to modify the conditions of the

installation, such as when to deploy or command line switches. The policies run on an ongoing

basis to ensure that the required patches are always installed - even after a user uninstalls it.

• Provides Web-based reports. All Patch Management Solution reports are viewable from a Web browser. This makes it easy to share reports with numerous individuals.

• Provides problem management through Alert Manager. Alert Manager is a Web-based

problem tracking facility in Notification Server. When a problem arises, a work item ticket can

be generated automatically. This helps you to track the problem and maintains a history of the

issue. Any Web-browser equipped device, including a handheld device, can be used to track the

issue.

• Automates actions. Provides automated actions triggered by Notification policies based on

Notification Server data received from the Patch Management agents. For example, a predefined

policy can automatically create a work item when new patches are detected. Other actions that

can be taken include generating an SNMP trap, creating a work item, and creating a report.

• Provides browser-based management. All patch management is performed from a Web

browser. Management can be performed from any location on the network without the need to

install special software.

Terminology

To understand this document, it is important that you understand the Patch Management Solution specific terminology used in this document. The following are terms with which you should be familiar as you use this document:

Microsoft Baseline Security Analyzer (MBSA)

MBSA is free security tool available from Microsoft. It analyzes common security

misconfigurations, such as identifying security updates and assessing security settings for potential vulnerabilities.

Mssecure.cab

A compressed XML .cab file that specifies the XML data source containing the latest security update information. This file is maintained and available at the Microsoft Web site.

Patch Management Solution Requirements

Patch Management Solution requires the following:

Notification Server

• Altiris Notification Server 5.5 with Service Pack 2 (or later)

• Microsoft Windows 2000 operating system or later

• Altiris Software Delivery Solution

• Internet Explorer 5.01 or greater

• The IIS Common Files are required on the computer on which the tool is installed if performing

remote scans of IIS computers

• The following services must be enabled:

• Workstation service

• Client for Microsoft Networks

• Windows Script 5.6 or later

Managed Windows Computers

Altiris has provided policies, packages, and collections to help ensure that client computers have the required software versions.

• Microsoft Windows 2000 or later operating system

• Notification Server Client 5.5 with Service Pack 2 (or later)

• Altiris Software Delivery Agent

• IE 5.01 or greater

Note: The following services must be installed/enabled: Server service, Remote Registry service,

File & Print Sharing.

Installing Client Computer Prerequisites

Patch Management Solution includes a specific policy to install the Windows Script on any managed computer that does not already have it installed. When the Discover Vulnerabilities policy is run (see “Discover Vulnerabilities” on page 15) any managed computers without Windows Script 5.6 or later installed are placed in the collection,

Windows 2000 Computers Needing Client Prerequisite. 

The policy, Deploy Windows Scripting Engine to Windows 2000 Computers, installs Windows Script 5.6 to all computers in the collection. By default, the policy is not enabled. You must enable the policy to distribute Windows Script 5.6. When Windows Script has been installed, the managed computer will now appear in the collection, Supported Computers with Prerequisite.

<this requires a reboot!>

To enable the Deploy Windows Scripting Engine to Windows 2000 Computers Policy

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution > Policies > Patch Management Tools > Deploy

Windows Scripting Engine to Windows 2000 Computers.

3 Make sure the Enable check box is selected.

4 Click the Apply button.

Step 1: Download and Install Microsoft Security

Components

Before using Patch Management Solution, you must download and install MBSA. You must also

download the MS Secure Cab file if client computers cannot access the Microsoft web site.

To setup Patch Management Solution

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Setup.

4 In the Prepare the Microsoft Baseline Security Analyzer Package area, click the Download MBSA

Install File button.

5 When the File Download dialog box appears, save the file by clicking the Save button.

6 Run the Microsoft Baseline Security Analyzer Setup wizard.
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To download the MS Secure Cab file for use by Patch Management Solution

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Setup.

4 Click the Download MS Secure Cab button.

5 When the File Download dialog box appears, save the file by clicking the Save button.

Step 2: Configure MBSA for use with Patch Management Solution

After the Microsoft Baseline Security Analyzer has been successfully installed, the program must be configured for use by Altiris Patch Management. This will copy all MBSA Files (including the cab file) to the Patch Management Discover Vulnerabilities package. The associated Discover

Vulnerabilities policy will automatically be enabled when the button is clicked. To refresh the

Discover Vulnerabilities package using an updated MBSA installation or cab file. Click the

(re)configure button.

You should make sure that a full inventory scan has been run on your network to ensure that

computers running Windows 2000 and Windows XP are included in the database and properly

configured for the Patch Management Solution. For more information, refer to the Inventory

Solution User Guide.
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To configure or reconfigure MBSA

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Setup.

4 In the Configure the Discovery Vulnerabilities Package area, click the configure/Reconfigure button.
Step 3: Deliver and Install Client Prerequisites to Targeted Computers

Patch Management Solution requires the Windows Scripting engine on Windows 2000 computers.

Patch Management Solution includes a specific policy to install or update the Windows Script on

any managed computer.

When the Discover Vulnerabilities policy is run (see “Discover Vulnerabilities” on page 15) any

managed computers without Windows Script 5.6 or later installed are placed in the collection,

Windows 2000 Computers Needing Client Prerequisite. The policy, Deploy Windows Scripting Engine to

Windows 2000 Computers, installs Windows Script 5.6 to all computers in the collection. By default,

the policy is not enabled. You must enable the policy to distribute Windows Script 5.6.

When Windows Script has been installed, the managed computer will now appear in the collection, Supported Computers with Prerequisite.

To enable the Deploy Windows Scripting Engine to Windows 2000 Computers Policy

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Setup.

4 In the Deploy Client Prerequisite area, check the Enable the Deploy Scripting Engine policy and

clicking the Save button.
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To enable the Deploy Windows Scripting Engine to Windows 2000 Computers Policy

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Setup.

4 In the Deploy Client Prerequisite area, check the Enable the Deploy Scripting Engine policy and

clicking the Save button.
Step 4: Maintain the Latest Patch Vulnerability Information from Microsoft

Microsoft maintains the latest information on patch security updates in a compressed XML .cab file, mssecure.cab. As new patches are released, this file is automatically updated.

Each time the Discover Vulnerabilities policy is run, the managed computer will attempt to connect to the Internet to download the mssecure.cab file from Microsoft. If an Internet connection is not available, a local copy of the mssecure.cab file will be used.

If managed computers in your environment cannot automatically download the file, another Patch Management tool is provided. The Update MS Secure CAB File policy will automatically deliver the latest file to the specified collection of managed computers. By default, the policy is disabled.
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To enable the MS Secure Cab File policy

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Setup.
4 In the Enable Automatic Updates to the MS Secure Cab File area,

a If a proxy server is required, enter the proxy server information in the field. The solution will

authenticate to the proxy server using the credentials provided when the Patch Management

Solution was installed.

b Check the Enable the Update MS Secure Cab file policy check box.

Note: This policy uses the Notification Server user credentials to authenticate. Both the

Notification Server user credentials and the solution user, specified during installation, need

to be able to authenticate to the proxy server.

c Click the Save button.

Step 5: Move on to Patch Management

To go to Patch Management

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Setup.

4 In the Move on to Patch Management area, click on the manage vulnerabilities link or the Manage

button at the top right corner of the pane.
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Discover Vulnerabilities

The Discover Vulnerabilities policy runs MBSA to identify what Microsoft security patches can be

applied in your environment. By default, the policy is enabled and will run on a daily basis.

Note: When the Discover Vulnerabilities policy is run, it also verifies the client prerequisites on all

computers. If a managed computer does not include Windows Script 5.6 or later, the Discover

Vulnerabilities policy will not generate any scan results. Refer to “Installing Client Computer

Prerequisites” on page 9.

To modify the Discover Vulnerabilities Policy Properties

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution > Policies > Patch Management Tools > Discover

Vulnerabilities.

3 Make sure the Enable check box is selected.

4 Set when the Discover Vulnerabilities policy will run.

• To run the policy as soon as quickly as possible, in the Mandatory Assignments area, make

sure that the Run this advertisement `As Soon As Possible' check box is selected.

• To modify the schedule as to when the policy will be run, change the policy settings in the

Status Events, Mandatory Assignments, and Availability areas.

5 Click the Apply button.

Determine Patch Applicability

The Determine Patch Applicability policy analyzes the results of each individual scan to populate

the Patch Selection table, described in “Step 2: Evaluate, Select, and Download Security Updates”

on page 16. The policy also sends a daily e-mail to the Notification Server administrator listing all

new security updates. By default, the policy is enabled and will run on a daily basis. You may also

run the policy manually in the Patch Management Configuration area.

To determine the patch applicability

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Manage.

4 Determine patch applicability.
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• Read the information and click the Run Now button.

Note: If no information appears in the vulnerability table in the Patch Selection area, the

inventory was not run or not run correctly on the client computers. You will not be unable to

download patches until the vulnerabilities table is populated.

To modify the Determine Patch Applicability Schedule

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution > Policies > Patch Management Tools > Determine

Patch Applicability.

3 Make sure the Enable check box is selected.

4 In the right hand pan, click the Set Update Schedule button and make the wanted changes.

Note: The policy is scheduled to run after the Discovery Vulnerabilities policy. This ensures that

the latest scan results are analyzed. If you chose to modify the schedule, it is also recommended

that you modify the Discovery Vulnerabilities policy’s schedule.

5 Click the Apply button.

Step 2: Evaluate, Select, and Download Security Updates

After the Determine Patch Applicability policy is run, the Patch Selection table will be populated

with all discovered security updates. The table allows you to review and evaluate the patches, as well as download the patches from the Microsoft Web site.

You can manage how the information appears in the table. The information can be sorted by column or filtered by selecting one of the dropdown fields above the table. These options provide filters based on operating system, language, or status. If you identify patches that have no impact on your environment, such as a patch rated with a severity of “Information”, you may choose to hide the patch. By hiding a patch, it no longer appears in the table view or in notification e-mails.

Note: Patch Management Solution also contains a number of web-based reports that summarize

discovered vulnerabilities and provide links to additional information on the Microsoft web site.
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When you have determined what patches should be installed in your environment, you must

download the patch from the Microsoft Web site.

Tip You may want to create a Patch Download folder on your Notification Server computer to store

the downloaded patches.

To evaluate, select, and download security updates

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Manage.

4 In the Patch Selection area, click on a security update in the table. Only one patch can be selected and downloaded at a time.

5 Click the Get Patch button located just above the list of patches.

6 When the Microsoft TechNet page appears, follow the instructions to download the patch.

7 When the File Download page appears, click the Save button and browse to a folder where you

want to save the patch.
Step 3: Deliver and Install Security Updates to Targeted Computers

When you have downloaded selected patches, you are now ready to deploy the patch to a targeted group of computers. Patch Management Solution makes this an easy, one-step process. The group of computers, patch file package, and installation policies required to deploy the patch are automatically created. The policies can run on an ongoing basis to ensure that the required patches are always installed.

We strongly recommend testing the patch in a test environment before installing the patch on all

targeted computers. This can prevent problems if there are software incompatibilities and verify that the installation process functions correctly. After a collection is created, you can easily modify the members to target a smaller set of test computers before rolling the patch out into production. For more information on managing collections, see the Altiris Notification Server User Guide.

Note:

For more information on creating packages and distributing patches or software packages, see the Altiris Software Delivery Solution User Guide.

Important We strongly recommend that you schedule patch distributions at staged intervals. This

can prevent installation errors if more than one patch is installed concurrently. A patch may come from the Microsoft site as a ZIP file. In these cases it will be important that you unpack the file and create the package utilizing the executable file contained in the ZIP file.

A patch may require two executable files. In these cases, you must manually create a second package and advertisement, and associate the advertisement with the auto-generated collection.

To configure a patch for installation

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution.

3 In the right pane, click Manage.
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4 In the Patch Configuration area, enter the UNC path to the downloaded patch in the Patch File

field.

Important: Make sure you use the full UNC path (\\server_name\path\...), not the logical drive

path (C:\\path\...). This is important if you are configuring patches from a remote Web

Administration console.

5 If the Microsoft patch supports Quiet mode (no user interaction), you may select the Add /Q for

Quiet to Command Line for the Package check box.

Important: The behavior of how the patch will react to this setting depends on the Microsoft

patch. Make sure that the quite mode option is available by reading the Microsoft Patch support

information.

6 If wanted, select the Enable the Policy (Disabled by Default) check box. When this check box is selected, the policy will be enabled.

7 Click the Apply button.

The solution will automatically create a collection, package, and policy. If errors occur, the solution will create everything it can. You can correct errors and click the Apply button again and the solution will create the missing items.

Note: When a collection, package and policy are created, the left pane will not be updated until the Web Administration Console is refreshed. If you do not want to refresh the console, use the Edit button or link associated with each item. This will launch a new window pointed to the correct collection, package, or policy.

Step 4: Review Patch Management Reports

Reports allow you to analyze your data. Patch Management Solution includes predefined reports that you can use or modify, or you can create your own reports. When you create a report, you define the contents of a report. For more information on creating reports, see the Altiris Notification Server User Guide. When you run a report, you use a report definition that has been previously created and generate a report based on data currently stored in the Notification Server database.

To run a report

1 In the Web Administration Console, click the Solutions tab.

2 In the left pane, click Patch Management Solution > Reports > report folder > report.

3 In the right pane, click the View Saved Reports or View report on latest data link.

4 If applicable, make wanted changes to report configuration fields.

5 Click the Submit button.
NOTES:







